SAS Férum Portugal
Lisboa 2006

Sas
POWER
. A TO KNOW

Gestao de Risco

Risco Operacional
3 ¥




SAS Forum Portugal

T KNOW. Lisboa 2006

Desenvolvimento do Risco Operacional

Mudanca nas operacoes

Mudanca \ Gzl /entos udanca Viuaanca
nos N > 2 t Y as nas
mercados LGOS ecnicas lecnologias




GSas | B,

SAS Férum Portugal
Lisboa 2006

Contexto historico

Empresa Actividade Ano Perda
(milhoes $)
Daiwa Bank — NY Comercio de nao autorizado de obrigacdes devido a fraco 1984-95 1,100
controlo de gestéo

Suminoto — Londres Fraude, Falsificagcdo e comercio ndo autorizado 1986-96 1,700
Credit lyonnais Mau processo de empréstimos 1980-99 29,000

US banks Corporation Fraude de cheques 1993 12,000
Proctor&Gamble Ma gestao 1994 157
Barings Falta de controlo, Fraca segregacao de fungbes 1995 1,600

eBay Falha tecnoldgica no sistema de leildes 1999 5,000
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Defini¢ao de Risco Operacional

“the risk of direct or indirect losses resulting from inadequate or failed
internal processes, people and systems or from external events” —
Basel I

“Operational risk is the potential for adverse fluctuations in the profit
and loss statement or the cash-flow of a firm due to effects that are
attributed to customers, inadequately defined controls, system or
control failures, and unmanageable events.”
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O que é a Gestao de Risco Operacional

Copyright © 2006, SAS Institute Inc. All rights reserved.
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Objectivos da Gestao de Risco Operacional

Objectivos gerais

Aumentar a consciéncia ao risco
Analise proé activa do risco
Medicao de performance baseada no risco

Objectivos especiais

Melhorias na eficacia operacional
Mudancas nos processo de controlo
Gestao de limites
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Multiplas disciplinas

Gestao

Gestao Imobilizado

Qualidade

Planos

Estatistica \anos
' De controlo Contingéncia
3 tao
Gestao b Ge_s
Seguros | Modelos de Ri ] rocessos Risco
. e Risco Operacional d _ _
Actuarias P €NSCo " Financeiro
o/ I
“Reliability aw
Enginnering” Controlo

Interno

Gestao Auditoria

“_ »Operacdes
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As 5 fases da Gestao de Risco Operacional

Definigao

o Estimagao Controlo e
de ambito Identificagéo g Acompanhar

e analise mitigagao

e objectivos
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As 5 fases da Gestao de Risco Operacional

Pressdes Regulamentares

Deﬁnigéo Fusbes e aquisicoes
Integracéo de “Best pratices’

de ambito

= SAS Intelligent Solutions

Agregacao de riscos

e objectivos

Novos produtos e servigos

Alocacéo de recursos
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As 5 fases da Gestao de Risco Operacional

Identificacdo de processos e recursos criticos
»SAS Strategic Perfor. Manag.

*SAS ABM
=»SAS OpRisk Monitor

Analise e descricdo dos processos

Avaliacao dos processos

Identlficagao Analise de dados historicos
=SAS OpRisk Global Data

Analise de frameworks estratégicas

= SAS Inteligent Architecture

Analise das melhores praticas da industria «SAS Analitical Intelligence

Recolha de dados
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Estimagao

e analise
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As 5 fases da Gestao de Risco Operacional

Modelos estatisticos
Extreme Value Theory
Regional Frequency Analysis
Técnicas Baysianas
Processos estocasticos
Modelos n&o lineares
Operational VaR

Testes de stress e analise de cenarios

=SAS OpVaR
=SAS Stat

=SAS Forecast Server

=»SAS Enterprise Miner

=SAS Risk Dimensions
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As 5 fases da Gestao de Risco Operacional

Acompanhar

Recolha de dados
Categorizacao do risco

Relatorios internos externos

=SAS OpRisk Monitor
»SAS OpRisk Global Data

=SAS Intelligent Architecture

»SAS Strategic Perfor. Manag.
=SAS Finantial Solutions
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As 5 fases da Gestao de Risco Operacional

=SAS ALM

Gestao de factores =sSAS AML

Previsao de perdas

Controlo e =»SAS Forecast Server

Prevencéao de perdas
mitigacdo Controlo de perdas oA iy e
Redugao de perdas / Gestdo contingéncias *SAS Operations Research

Financiamento de risco »SAS Fraude Detection

=SAS Human Capital Mang.
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Os 3 pilares dos Sistemas de informacao de

Gestao
Dados

Organizar todos os
dados num repositério
Unico de forma a poder

aplicar uma analise
corporativa de risco e

criar métricas que
representem um claro
conhecimento do
mercado

Analises

Aplicar métodos de
modelacao estatistica
avancados e analises

econométricas e de

séries temporais

robustas de forma a ter

medidas de risco mais
rigorosas

Gestao de Risco Operacional

Reporte

Permitir que os
diferentes niveis da
organizacao tenham
acesso as diferentes
métricas de risco e a

toda a informacao
necessario para
melhor gerir o seu
negoécio
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Analise de dados

/ Clients, Producks & Business Practices: Graphs for Pareto Distribution Dakta Sek =
10 CDF Difference Plot 10 Frobability Flot 10 Curnulative Distribution Plot
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CDF Difference Model Probahility Met Loss (M LUSD)
Loss ID I Y ear I Arrourt I Data Threshold I Cluantile Plot
2161 2003 $310,407 .50 $10,000.00  Descri| = | =57
2160 2003 $1,750,556.26 $10,000.00  Descri =
2159 2003 $439,558.16 $10,000.00  Descri| =
2158 2003 $266,081.97 $10,000.00 Descrir—| @ % -
2157 2003 $612,619.72 $10,000.00 | Descri| = .
2156 2003 $7435 96877 $10,000.00  Descri = B
2155 2003 $199,277 65 $10,000.00  Descri Et; e e
2154 2003 $191,532.04 $10,000.00  Descri R IR
2153 2003 $177,767.05 $10,000.00  Descri = T
2152 2003 $303,357.75 $10,000.00  Descri ,_E o /'_
2151 2003 $652,075.16 $10,000.00  Descri T T T T I
2150 2003 $463,125.97 $10,000.00  Descri oy e e ) U e ek
2149 2003 $226,155.12 $10,000.00  Descril Model Quantile (M USD)
2145 2003 $243,209.06 $10,000.00  Descri . .
2147 2003 $312,611.52 $10,000.00  Descri] Density Histogram
2146 2003 $374,134.13 $10,000.00  Descri
2145 2003 $131,032.43 $10,000.00  Descri
2144 2003 $257,200.04 $10,000.00  Descri i
2143 2003 F242,596.05 $10,000.00  Descri %
2142 2003 147 07362 $10,000.00  Descri -
2141 2003 $236,056.26 $10,000.00  Descri =
2140 2003 $1658,127 .45 $10,000.00  Descri =
2139 2003 $309,510.39 $10,000.00  Descri T
2138 2003 F242,431 69 $10,000.00  Descri =]
2137 2003 $567,559.06 $10,000.00  Descri
2136 2003 $456,026 .46 $10,000.00  Descri
2135 2003 $317,3589.11 $10,000.00 Descri| .. 01 05 1.0 1.4 1.5 22
ir' T T | T _>|_I Met Loss (M LUSD)

iﬂStart”J :ﬁ ‘ﬁ @I |J ﬁSP-S I B 1-start-. .. I ER Tomcat IIﬁSnS op... @G:'I,Depa...l @emisséo... I Microsof... |5<ﬂ5$‘&@ 11:24
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Relatorios
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Basileia Il (Solvéncia Il)

Complexidade

+ g SAS OpRisk Solution D

Método

Standard

Alocagao de capital - -
- +

Sensibilidade ao risco +
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Sarbanes-Oxley Act

Section 404: Formalization of systematic
internal controls over financial reporting
Documentation of management responsibilities
for establishing and maintaining adequate internal
controls

Establishment and documentation of framework
used to conduct evaluation of internal controls
Annual (quarterly) management assessment of
internal controls (and documented evidence of
testing of processes)

Quarterly management assessment to evaluate
any material changes in internal control
environment

Accounting firm attestation reporton
management’s internal control assessment
Annual internal control report to be included in
annual report

Section 302: CEO/CFO Certification
Requirements

CEO/CFO quarterly evaluation of disclosure
controls and procedures

Review of quarterly and annual financial
regulatory report submissions

Certify that reports are fairly presented
Fommalization and documentation of
responsibility for establishing and maintaining
disclosure controls and procedures

Inclusion of evaluation results in report, including
any significant changes that affected internal
controls

SAS Solution for Compliance and Reporting
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COSO: Key Implementation Factors

T e
“... a process, effected by an entity's board of directors, Y =
management and other personnel, applied in strateqy setting Internal Environn
and across the enterprise, designed to identify potential Objecti .
events that may affect the entity, and manage risks to be within
its risk appetite, to provide reasonable assurance regarding the ——
achievement of entity objectives.” m sonse

tivities
Source: COSO Enterprise Risk Management — Integrated Framework. 2004. COSO. i LAY T

1.  Organizational design of business 5. ldentifying risk responses

2. Establishing an ERM organization 6. Communication of risk results

3. Performing risk assessments 7. Monitoring

4. Determining overall risk appetite 8. Oversight & periodic review by management

' Gsas Gsas Gsas g sas
ligence ic iness ;
nce
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O critério ERM da Standard & Poor’s para Seguradoras

= Analise de 5 componentes:
» Cultura de gestao de risco
» Controlo do risco
» Gestao de eventos extremos
* Modelos de risco e de calculo de capital =SAS Risk Dimensions

* Gestao estratégica do risco SAS Intelligent Architecture

. SAS Strategic Perfor. Manag.

Impacto SAS Finantial Solutions

1 1

= Custos de capital mais elevados

= Maior dificuldade no acesso a capital

» Dificuldade em gerar novos negdcios
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Empresas sem pressdes regulamentares

Objectivo de um programa de Gestao de risco Operacional:

= Melhorias no processo de decisao

* Permite optimizar a relacao entre resultados e riscos de todos os tipos

= Business Continuity Plans

Um programa de 5 componentes:

= Visao
= Estratégia
= Estrutura de Governance

= Processos

= Tecnologia mmm) Implementar bases de dados e sistemas de risco operacional

Identificar Medir Mitigar Reporte

Integragcao com as ferramentas de gestao de risco de mercado e crédito
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SAS e Risco Operacional

Group Risk

External Standardise
Reporting RCSA

Board g Automate
Management ' g RCSA

Reporting
to Risk RS

Commiltioe Risk Analysis ‘-..‘\\ Framework

Single )

Escalation/ ' - ! Sent/
Reporting ‘ Risk REPEE"““)‘ || Monitor RCSA

r’..

, = BU Risk
Flexible and Control

Reporting Risk Data Assessment

RCSA

Validation
Loss Data Issues &

Collection Actions Plans
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22 - 24 May 2007
The talking point for leading businesses

THE DIFFERENCE
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